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Abstract - Cryptography allows the sharing of private
information over public, insecure mediums. The popular
method of implementing cryptography is secure today;
however, coming technology will break it. A proposed
solution is quantum key distribution (QKD), a system
that uses the laws of quantum mechanics to allow the
sharing of a private key using qubits, the basic unit of
quantum information. A transmitter encodes a message
in these qubits that can be sent over a public medium to
a recipient who performs measurements and creates a
key. QKD’s security comes from the idea that measuring
a qubit alters its state and that qubits are impossible to
clone. The BB84 protocol outlines a way to implement
QKD using 4 polarization states with a “prepare and
measure” approach

CLASSICAL CRYPTOGRAPHY

One uses classical cryptography every day if they have any
interaction with the internet. Data sent from one device to
another, using the unit of information known as the “bit”, is
viewable by anyone who has access to the channel in
between. Something has to be done for information meant to
be private, and this is where cryptography comes into play.
Private data sent onto the internet is first encrypted with a
key, making it unintelligible to anyone without the
corresponding key. There are two notable types of classical
cryptography: private key and public key [1].

Private key is the original, finding its origins in
ancient times and used effectively all the way through WWII
by major powers to share messages [2]. There are many
different ways to implement this form of encryption, the
most relevant being the Vernam cipher. Gilbert Vernam
devised this encryption scheme, also known as the one-time
pad method, at AT&T in 1926 [1]. The idea is relatively
simple: a sender, often referred to by the placeholder name
“Alice”, encodes her message in a binary bit string and adds
another binary bit string of equal or greater length using
modulo two addition [3]. This second string is known as the
“key” [1]. A receiver, “Bob”, uses that same key and
subtracts it from the encrypted message, revealing the
original bit string.

While the encryption itself is unbreakable, the
system does have its flaws [1]. Each key may only be used
for a single encryption, or else it becomes insecure. The
transfer of this private key between parties is also a
vulnerability since it must be transported using a physical
means, such as a human courier, which is susceptible to
sabotage. While this scheme does offer theoretically flawless
encryption, it is tough to implement.

Public key cryptography [1], on the other hand, is a
recent invention conceptualized in 1976 by researchers
Whitfield Diffie and Martin Hellman at Stanford, and it was
two years later implemented in a protocol known as RSA
encryption. This system relies on two keys: one private and
used by the receiver, and one public and used by the
transmitter. The security of RSA relies on the factoring of
large prime numbers, a problem researchers have yet to
solve with a classical polynomial algorithm. This form of
cryptography is used today in conjunction with its private
key sibling to secure the internet. If the webpage URL at the
top of one's screen contains “https”, then they can thank
RSA for providing them with a secure connection.

RSA encryption also comes with its own issues.
The encryption scheme used is not provably secure and is
threatened by both Shor’s algorithm and advances in number
theory [4]. An adversary could collect encrypted data and
store it until the day when decryption is feasible. While
these threats are distant, the world must find a solution
before it's too late. Otherwise, information transferred using
the internet will have no protection, and critical
infrastructure will be undefended.

INTRODUCTION TO BB84

As stated above, classical cryptography methods will at
some point expire. Two notable researchers stated in a paper
that “conventional cryptosystems such as ENIGMA, DES,
or even RSA, are based on a mixture of guesswork and
mathematics… the theory of computational complexity is
not well enough understood to prove the computational
security of public-key cryptosystems” [5]. These researchers
are Charles Bennett (IBM) and Gilles Brassard (Université
de Montréal), who in 1984 proposed a protocol that was
later named BB84.

FIGURE 1
DIAGRAM FROM THE ORIGINAL BB84 CONCEPT PROPOSAL

BB84 [3] harnesses the power of quantum
mechanics to implement quantum key distribution (QKD), a
means of distributing the one-time pad keys mentioned
above with the Vernam cipher. QKD uses quantum particles,
such as polarized photons, for their unique behavior that
accomplishes tasks impossible on classical hardware. A few
parts of this behavior are especially useful for QKD: one



being the Heisenberg uncertainty principle and the other
being the no-cloning theorem.

The Heisenberg uncertainty principle [3] describes
a quantum system’s intrinsic unpredictability. Measuring
properties of the system changes the system itself in a
phenomenon sometimes called “collapse”. The basic unit of
quantum information, the “qubit”, describes these quantum
systems. A qubit exists in a superposition of two possible
states, 0 and 1, but after measurement, it will collapse to
only one state, making the superposition property go away.
The other important quantum rule, the no-cloning theorem,
simply states that a quantum system cannot be duplicated or
copied. Together, these properties allow for secure QKD.

The BB84 protocol [3] uses a sender, a receiver,
and a medium between them. First, the sender, Alice, creates
a random binary bit string a . She then generates another
random bit string b of the same length to determine
polarization . Consider the four qubit states |0>, |1>, |+>, and
|-->. If a bit in a has a corresponding b value of 0, Alice will
encode it as |0> or |1>, respective to a’s value. If the
corresponding b value is 1, it will be encoded as |+> or |--> .
Alice stores these qubit values in photons and sends them to
Bob through the medium, who then performs measurements
on them.

Bob has the X basis and Z basis as choices for his
measurements [3], with the X basis accurately measuring a
qubit in the state |+> or |-->, and the Z basis accurately
measuring a qubit in the state |0> or |1>. Using the wrong
basis for a measurement will yield a completely random
result. Bob creates a random binary bit string b’ and uses it
to choose the basis for each qubit’s measurement, the results
of which he stores in a’. After this process, Alice uses a
classical channel to share her bit string b, and Bob compares
it to his own b’. Where the values of b and b’ differ, the
corresponding a and a’ values are thrown away. The final bit
string, called the “sifted key”, is ready for use in encryption.

So what makes this process secure? Where do the
quantum mechanical rules prove useful? Consider an
eavesdropper, “Eve,” listening on the wire. If it were a
classical medium of transportation, Eve could view all data
passing through, and if it were unencrypted “plaintext,” she
could even read it. This isn’t the case with qubits traveling
as photons. In order to find the value of a qubit, she needs to
perform a measurement, which collapses the qubit’s value to
a binary value [1]. Eve doesn’t know in which of the two
possible states (|0> and |+> or |1> and |-->) the qubit was
prior to her measurement, she only knows the collapsed
value. She can guess with 50% accuracy, generate a new
qubit in this guessed state, and then pass this qubit on to
Bob. This action will be caught, however, when Bob and
Alice test their sifted keys, and they vary by roughly 25%.
Could Eve create herself a copy of the passing qubit and
perform a measurement on that instead? No, this is
prevented by the no-cloning theorem.

This is the big idea behind Bennett and Brassard’s
protocol. There are a few other things that need to be
considered, however. Imperfections in the procedures used

to prepare, transport, and measure qubits create errors that
alter the final results [3]. Also, Eve can collect a small
percent of qubits and hide in the expected error. Thankfully,
there are ways to mitigate these issues. Alice and Bob can
send “check” bits along with the bits used to create the sifted
key and compare their values to find the quantum bit error
rate (QBER) [1]. If the error exceeds a certain threshold, the
whole process is repeated [3]. Otherwise, a couple of
classical algorithms (information reconciliation and privacy
amplification) are performed at the end of the process to
eliminate discrepancies and make Alice and Bob’s sifted
keys identical.

OTHER QKD PROTOCOLS

BB84 isn’t the only way to implement a QKD system. Since
1984, modifications and deviations from BB84 have led to a
whole array of functional QKD protocols

Related to BB84 is the B92 protocol, created by
Charles Bennett in 1992 after concluding that only two
states are needed for QKD [1]. The protocol works as
follows: Alice creates a random bit string a, but unlike
BB84, determines her qubit values only using a’s values [3].
If a is 0, she prepares a qubit in the state |0>, and if a is 1,
she prepares it in the state |+>. Bob receives these qubits and
creates his own random bit string a’, and uses the values of
this string to determine his basis of measurement, similar to
BB84. Bob’s measurement results are stored in b, which he
then announces publicly to Alice while keeping a’ secret.
Alice and Bob discard the pairs where b is 1, since those are
the instances where Bob chose the incorrect basis. The final
key is a for Alice and 1 - a’ for Bob.

Another notable protocol is the E91 protocol [1],
sometimes called the EPR protocol. Albert Ekert developed
this protocol at Oxford University in 1991, and it is notable
for fundamental differences between BB84 and all
BB84-related protocols. Instead of Alice sending a qubit to
Bob, there is a middleman that sends a qubit to both Bob
and Alice. This protocol uses a quantum mechanical
property called quantum entanglement. Entangled qubits
will yield the same result if measured on the same basis,
regardless of any distance between them. The middleman’s
qubits have this entanglement property, and this allows E91
to succeed. Alice and Bob make random X and Z basis
measurements on their received qubits, announce their
choices to each other, and keep the results measured with the
same basis for their key.

QKD IN PRACTICE

Quantum key distribution doesn’t live only in theory but has
in fact been realized and implemented. In fact, it has already
secured data in a Swiss election and in the Chinese financial
industry [6]. Infrastructure is being built all over the world
to support QKD, which could someday be a mainstream
technology.

The first of many quantum key distribution
networks, called DARPA, was built in Boston,
Massachusetts in 2003, connecting the campuses of Boston



University, Harvard University, and BBN Technologies [7].
The network is connected by standard fiber optic cables
spanning 10-20 kilometers underneath the city streets and
includes two BB84 transmitters and receivers [8]. The line
spanning BBN and Harvard was measured to send up to
1,000 bits/second with privacy amplification and a QBER of
around 3%. Since private encryption needs a continuous
stream of new keys, this rate is nowhere near the bit rate
needed for any practical data transfer [7]. Nevertheless, the
experiment was an interesting early demonstration of the
technology.

Technology and infrastructure have continued to
strengthen over time. In 2018, China and Austria established
a 7600 kilometers distance QKD connection with the help of
satellite-based quantum communication [6]. Over a dozen
nations are working on building their own wired QKD
networks, including the US. A fiber optic network built in
the Chicago area stretches over 50 miles and can distribute
keys at over 80 kbps, about 80,000 times quicker than the
DARPA network [9]. NASA also plans on creating a QKD
satellite connection between a Mars orbiter and Earth.

As quantum key distribution becomes a more
sophisticated technology, more focus has been placed on
developing standards [9]. This allows for compatibility
between equipment and systems from different
manufacturers, which will be needed in a QKD-reliant
future. Current development is concentrated on fiber
networks, but this will probably shift to satellite networks as
well when those systems become more robust.

DESIRED QKD FUNCTIONALITY

The BB84 protocol and other similar protocols outline
techniques used for sharing keys. To be able to use this
technology, however, additional infrastructure needs to be in
place [7]. In a paper about their DARPA network,
researchers from BBN explain several requirements for real
QKD functionality:

● Protection of Keys. This is the entire purpose of
QKD, and if this doesn’t function properly, nothing
else matters.

● Authentication. Without a way to verify that both
the transmitting and receiving parties are valid, the
system is useless. Alice may think she is
communicating with Bob but is in fact speaking
directly with Eve. The solution to this problem is
not yet clear. Suggested approaches are far from
ideal: one being a physically transported private
key, the other being public key RSA encryption.
These are the systems QKD is trying to replace, so
it would be counterintuitive to use them in this step
of the QKD process.

● Rapid Key Delivery. If using one-time pad
encryption, a continuous stream of new keys is
needed, and delivery needs to happen at a rate that
is on par with the rate of actual data. Since this is
difficult to achieve, a computer can feed the keys
into other encryption algorithms and achieve

weaker (but still usable) encryption. Even this
requires significantly fast key bit rates, however.

● Robustness. The medium which does the
transporting should be resistant to interruption,
otherwise, QKD’s usability is limited.

● Location Independence. Much like the classical
internet, any two machines should be able to have a
QKD connection, regardless of where they are
located.

● Resistance to Traffic Analysis. To protect the fact
that confidential information is flowing, adversaries
should not be able to tell where QKD connections
are occurring and the rate at which data is being
sent.

Other than “protection of keys,” these are all questions that
lack an answer in the DARPA network. The DARPA
network fails to perform any kind of authentication other
than making the assumption that researchers are
communicating with each other. Rapid key delivery is far
away, as DARPA rates were at most around 1,000 bits per
second [8]. In terms of robustness, shutting down the
network was as simple as cutting a cable. The network was
spanned between only 3 locations, which eliminates any idea
of location independence and resistance to traffic analysis.

These are tough problems that come with the
challenges already created by QKD protocols alone, and
solutions are needed before QKD becomes viable. Recent
implementations have made great strides in terms of key
delivery and location independence, however, these above
requirements will continue to be a bottleneck to QKD
viability.

ALTERNATIVES TO QKD

Not all solutions to current cryptography threats are
quantum-based. Another proposed solution is post-quantum
cryptography (PQC), an entirely classical algorithm-based
approach to secure, quantum-computer-proof encryption [9].
This mathematical algorithm is theorized to have no
polynomial algorithm, classical or quantum, capable of
breaking it. However, this is still a topic of debate, and there
may be an algorithm equivalent to RSA’s Shor’s algorithm
that will destroy its feasibility. Interestingly, PQC is the
system being endorsed by most US government agencies,
such as the NSA and the NIST. The most likely future is that
QKD and PQC will coexist and be used in applications
where they are better suited.

CONCLUSION

Today’s world has a lot to thank cryptography for, and
internet functionality would be in a much different place
without it. As quantum computing threatens this essential
technology, it is reassuring to know that quantum computing
likely will also save it. With the hard work of scientists,
researchers, and engineers, this once abstract concept will be
commonplace, and the world will continue to become a
more secure place.
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